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CATCH THE MOST SPAM
Brightmail’s complete spam defense
leverages a cocktail of effective
technologies, a huge spam detection
network, and a real-time rule delivery
mechanism.

¢ Six separate technologies target
different types of spam

* Proactive heuristic and machine
learning technologies trap evolving
spam

* Patented spam signatures stop
real-time spam attacks

* Dynamic list of open proxy servers
identifies and blocks spammers

* Intelligent filters block foreign
language spam
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"“If you want to make
sure that important
messages get through
to your employees,
BAS is the best
answer we know of.”
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ACCURATELY
False positives (messages incorrectly
identified as spam) cause users to lose
faith in spam blocking. From day one,
Brightmail has had an unwavering
commitment to protecting legitimate
mail. Many Brightmail customers feel
comfortable deleting spam without
review.

* Automated and manual safeguards

* Support for false positive
submissions

* Review (by a Brightmail technician)
of every false positive

* Corrected rules deployed globally
within minutes

Spam-Catching Rate: 95% Accuracy Rate: 99.9999%

LEADERSHIP

SEATS PROTECTED: 300 million
WORLDWIDE EMAIL FILTERED: 15%
EMAIL FILTERED: 91 billion/month
YEARS IN BUSINESS: 6+
ENTERPRISE CUSTOMERS: 2000+
TOP 10 U.S. ISPS: 7

Brightmail Anti-Spam makes email more productive and useful
by providing enterprises with advanced anti-spam defenses

and technologies. Deployed at the Internet gateway, Brightmail’s
award-winning solution boasts the industry’s highest accuracy
rate, ensuring that users don’t miss important email.

WITH ZERO ADMINISTRATION
Many anti-spam solutions place even
more burden on administrators.
Immediately effective out-of-the box
and constantly updated, Brightmail
Anti-Spam doesn’t require any tuning
or training of filters by administrators.

* Automatic, timely, secure updates

® 24/7/365 protection from new
spam attacks

* New filters available every 10 min

* Global operations centers with
facilities in the US, Ireland and
Australia

* Real-time visibility of new
spam trends

Ongoing Administration: None

TESTIMONIALS

“Brightmail Anti-Spam blocks the
20% of our email that was spam —
saving the average employee over an
hour per month. Nobody wants to go
back to the chaos we had before.”

DENNIS J. BELL
Director Of Technical Operations
Cypress Semiconductor



POWERFUL SPAM
MANAGEMENT

Flexible Spam Handling

* Modify subject line or header

* Delete

* Forward to email address for review

¢ Quarantine

Per-User Quarantines

* Web-based quarantine

* Exchange quarantine for Outlook users

* Domino quarantine for Lotus Notes
users

Tailor Filtering at your Site

e Categorize messages as spam or
suspected spam based on spam scores

* Define different actions for spam and
suspected spam

* Set tolerance level for suspected spam

PER-USER SPAM CONTROL
Brightmail plug-ins available for popular

email clients provide powerful spam

management tools for your users

* Personal whitelists—Users specify
trusted senders who will never be
filtered: automatically populate
from sent items and contact lists
(Outlook only)

* Personal blacklists—Users set up lists
of blocked senders (Outlook only)

* Submissions—Users can submit

missed spam or false positives back to
Brightmail (Outlook and Notes)

REPORTING

* Multiple categories—R eports based
on spam, suspected spam, blacklists,
whitelists and viruses

* More granularity—R eports based on
recipient, sender, recipient domain,

sender domain, and IP addresses
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HOW IT WORKS
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o World-largest spam-catching network collects spam using
decoy accounts and other methods

e Automated tools at global Brightmail operations centers
create, validate, and deploy anti-spam filters to customers

e Every 5 or 10 minutes, servers at customer sites auto-
matically pull down any updated filters from the BLOC

o Using the latest anti-spam filters from Brightmail, as well
as custom filters, the Brightmail software filters incoming
messages

6 Administrator specifies how filtered mail is handled
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FLEXIBLE CUSTOM RULES

Customize filtering and enforce email
policies with custom filters using a
graphical interface
* Blacklists—Block by sender, IP
address or via DNS-based real-time lists
* Whitelists—Allow by sender, IP
address or via DNS-based real-time lists
* Custom Rules Editor—Write
custom mail filters using any of 16
types of filters including subject or
body keywords

ANTI-VIRUS PROTECTION

Add-on anti-virus module scans

message attachments for viruses and

worms

* Worm auto-delete—R emoves emails
associated with worms

* Easy administration—Seamlessly
integrated with Brightmail Anti-Spam

DOWNLOAD FREE TRIAL

SYSTEM REQUIREMENTS

Windows
* Windows 2000 Server
or Windows Server 2003
* Intel Pentium 4 processor
or compatible
* 512 MB RAM minimum
* 250 MB disk space minimum

Solaris

* Sun Solaris 2.8 or 2.9

* UltraSparc processor

* 512 MB RAM minimum

* 250 MB disk space minimum

Linux

* Red Hat Linux 7.2, 7.3, 8.0, Red Hat
Enterprise Linux AS 2.1, or Red Hat
Enterprise Linux ES 2.1, ES 3.0

* Intel Pentium 4 processor
or compatible
* 512 MB RAM minimum
* 250 MB disk space minimum

If you are an enterprise looking for an anti-spam solution, try us today. Brightmail
Anti-Spam is available for a 30 day free trial at: http://www.brightmail.com/freetrial.
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