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“...I found SpamKiller to be the most flexible and powerful [software]
for sheer spam-stopping ability.” (1he vew vork Times, 1703

Every time you send your email address out into the Internet, you expose
yourself to a deluge of spam email. To make the problem worse, email
lists are sold and resold within spammer networks, greatly increasing
the volume of spam sent to personal email addresses. With fraudulent,
inappropriate, and offensive email being delivered with escalating
frequency, email users need a family-friendly, comprehensive solution
to protect them from the annoyance and dangers of spam.

McAfee® SpamKiller quickly and easily helps prevent spam from
polluting your inbox. Powered by advanced multi-layered and list-based
filtering technologies, McAfee SpamKiller enables users to both protect
their inboxes from spam and fight back against the source of the problem
— email spammers.

Block Unwanted and Inappropriate Email
IMPROVED! Multi-layered Filtering Engine uses state-of-the-art
technology to eliminate spam with a powerful filtering engine
sophisticated enough to block even foreign-language spam.

Multi-layered Learning makes spam blocking truly effective with
machine-based, user-based and community-based learning capabilities.
Together these analyze blocked and allowed messages and train the core
filtering engine on what a user considers spam and legitimate email.
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McAfee SpamKiller's summary screen gives users a quick view of program status,
recent spam and also provides a categorical breakdown of blocked email.

IMPROVED! Custom Spam Filters allow users to create new,
sophisticated spam filters based on previous spam messages. Users
can choose from and combine multiple condition types such as message
content, language, sender and spam probability, and can even set filters
to expire after a set amount of time.

Editable Friends List ensures email is always received from friends,
family and coworkers by automatically importing a user’s email
application or web-based contact list into a Friends list. Messages
placed into the Friends list are automatically skipped during the
spam filtering process. Users may add new addresses, newsletters
or complete domains to the Friends list at any time.

Filter Multiple Email Accounts

NEW! Multi-user Support enables McAfee SpamKiller's multi-
layered filtering, multi-layered learning and quarantine access to
respond to each user’s habits and preferences. Critical for families
running multi-user PCs, this simple-to-use, tailored filtering is
necessary in protecting children from email threats that may go
unnoticed with single-user programs. McAfee SpamKillers tight
integration with Microsoft® Windows® XP and 2000 also allows
parents to control access to quarantined spam and program settings.

Microsoft® Outlook/Express Toolbar Integration gives users of Outlook Express 6.0
and Outlook 98, 2000 and XP quick and easy acces to McAfee SpamKiller
functions such as blocking spam email, adding friends and viewing quarantined
email directly from within their email application.

Blocked Email Folders automatically keep individual inboxes
uncluttered and free of spam. Spam email is held in quarantine
outside the inbox and erased automatically after 15 days.




McAfee®

spamkiller:

Update Protection Against New

Types of Spam

Spammers are always exploring new ways to find their way into
your inbox and to use your email against you. Disguising pornographic
material with harmless subject lines, harvesting email addresses
from the Internet, and providing links to fraudulent web sites are all
ways that spammers take advantage of Internet users.

Automatic Filter Updates keep you and your inbox protected from
the latest spam threats. McAfee releases regular filter updates
based on careful analysis of McAfee's spam traps. McAfee®
SpamKiller” checks McAfee's servers every four hours for new
filters, automatically updating the application when a filter update
is made available.

NEW! Scam Filters help protect against fraud, hoaxes and identity
theft email and McAfee SpamKiller's One-Click Block can eliminate
specific spam attacks once and for all.
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McAfee SpamKiller can either quarantine spam outside the inbox in its own
Blocked Email folder or route spam to a specified folder in Outlook.

Dictionary Attack Filtering

Dictionary Attack Filters give McAfee SpamKiller the unique ability
to block spam email sent using known dictionary attack methods.
This advanced pattern matching technology helps block dictionary
attack spam regardless of the content of the message.
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Report Spammers

McAfee SpamKiller gives you the ability to report spammers to the
proper authorities. It can automatically determine the origin of a
spam email and send a formal complaint to the spammer’s ISP.
McAfee SpamKiller also enables users to automatically send a
‘bounced email’ message back to spammers, which can help to
effectively remove their address from email lists.

Community-based Reporting gives users the option to report spam
directly to McAfee. Anti-spam experts analyze all reported spam
with automated and human analysis and develop new filters to help
protect the entire McAfee SpamKiller community.

Filtering Options
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Foreign Language Email Blocking offers the ability to identify and block foreign
language email during the filtering process.

System Requirements

¢ Microsoft® Windows®XP, 2000 Pro, Me or 98

* 8 MB hard disk space

¢ POP3, MAPI or MSN/Hotmail email account
(most email accounts are POP3)

* Plug-in Requirements:
 Qutlook Express 6.0
¢ Qutlook 98, 2000, XP

Note: McAfee SpamKiller filters MSN/Hotmail, but currently does
not filter AOL, Yahoo or other web-based email accounts.
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